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ENISA Good practices for loT and Smart Infrastructures tool

1 Introduction

This tool intends to provide operators and industries of loT and Smart Infrastructure with a quick guide to
do their own risk assessment (identify threats and prioritise security areas of importance) according to
ENISA’s recommended security good practices.

The tool lists security good practices for loT, Industry 4.0, smart cars, smart airports, smart hospitals, and
smart cities. By no means will every security recommendation be relevant to every user.

Each parameter/filter of the tool is addressing the following issues when implementing loT:

e  Which are the threat groups from which you want to protect your organisation?

e What are the security domains you want to cover?

e  Which are the categories of security measures you are looking for?

e What are the security Standards/Best practices that you would like to take into account for securing loT
in your organisation?

2 How to use

Step 1: Visit the landing page of the ENISA Good practices for loT and Smart Infrastructures tool and click
on the thematic area that you interested in finding out relevant threats, standards and/or security

measures.
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Step 2: Select the filters that are relevant for you, and then review the updated table with the Good
Practices matching your search criteria. There is also the option (below the table) to print or export in xls
format the results of your search.

ENISA Good practices for IoT and Smart Infrastructures - interactive tool

» Baseline security IoT & Smart Cars % Smart Hospitals ~& Smart Airports »8 Smart Cities el Industry 4.0

Here you can find in a consolidated web format all the baseline security measures and good practices as they are listed in ENISA's report: Baseline security recommendations for IoT

that was published in 2017.
You shall be able to find the Good practices you seek for, according to specific filters, such as Security Measures Category, Security Domains, Threat Groups or even specific

Standards (see references column).

SECURITY MEASURES / GOOD PRACTICES SECURITY DOMAIN THREAT GROUP —_— Filte rs
—

Logging ;
. = Detection = Damage / Loss (IT Assets) Security measure @ -
Implement a logging system that records events relating to user authentication, management of
accounts and access rights, modifications to security rules, and the functioning of the system. The logs
must also be preserved on durable storage and retrievable via an authenticated connection.
& 15 relevant references. [ Show ]

Security measures category @ +

Access Control - Physical and Environmental security
= Physical and environmental security ~ ® Physical attacks
Since some devices, gateways, etc. are required to be managed remotely rather than operated manually » Nefarious Activity / Abuse

in the field, measures for tamper protection and detection are needed. Detection and reaction to Security domain @ +
hardware tampering should not rely on network connectivity. Hardware tampering means that an

attacker has physical control of the device for some period of time. Broadly speaking, hardware

tampering might occur at any of the different periods in the life cycle of a device.

& 24 relevant references. [ Show ] Threat group @ +

Secure Software / Firmware updates Reference @ +
= IT Security architecture = Qutages

Backward compatibility of firmware updates. Automatic firmware updates should not change network = Failuree 7 Malfinctione

3 Use Case Scenario

loT in manufacturing and logistics

In the light of Industry 4.0, a manufacturer implements an loT solution to track work pieces in real time and
automate the flow of materials from the warehouse. RFID tags embedded on the work pieces allow sensors
to transmit the position of each component to the relevant software that manages business operations in
real time. With this new implementation, human operators refer directly to the business operations system
to find out where and when orders are ready for processing. This change on the infrastructure improves a
lot the production process but requires also extra attention and an update on the implemented security
measures.

The CISO of the company wants to re-assure that this new deployment is secure and that it covers all the
baseline requirements regarding Software and Firmware updates. The CISO accesses the ENISA loT Baseline
Security Recommendations tool to consult it. First, she selects from the Security measure column the item
referring to Software and Firmware updates. The tool returns all baseline recommendations pertinent to
this search (as identified in the ENISA report). The CISO now knows which are the baseline configurations for
this issue (software / firmware updates) on IoT devices.
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